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1 Introduction

1.1 Purpose

The Navy Marine Corps Intranet (NMCI) must interfaces with several a number of other
networks in the Navy, Marine Corps and Department of Defense (DoD) enterprises, as
well as the commercial Internet. NMCI is anticipated to be the Department of the Navy
(DoN) maritime #aplementation component of the Global Information Grid (GIG), the
globally interconnected, end-to-end set of information capabilities, associated processes,
and personnel for collecting, processing, storing, disseminating, and managing
information on demand to warfighters, policy makers, and support personnel. This
document provides detailed descriptions and specifications of the interfaces between the
NMCI and these other networks.

Figure 1FEisuretFiguret shows the NMCI Conceptual Architecture. The network
interfaces include Defense Information Services Network (DISN), Marine Corps
Enterprise Network (MCEN), Information Technology for the 21 century (IT-21),
networks supporting legacy systems, legacy applications servers, commercial internet,
other external networks, voice networks and Top Secret/SCI connections.

It is expected that future versions of this document would include interfaces to networks
that will be identified or developed after the release of this version of this document (e.g.
Outside Continental United States (OCONUS) networks).

This document will be used in the planning of the acceptance and interoperability tests
for these interfaces.

NMClUsers & & i & = i
NMCI COls / N ST —

AN
/ - .
NMCI Network o Seryice
Infrastructure . < \\‘

3
Connectivityh
Grid

Geographical
Considerations
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Figure 1+: NMCI Conceptual Architecture

1.2 Scope

This Interface Control Document (ICD) has several twe purposes. In support of Joint
Interoperability requirements, }it defines the need for the NMCI to comply with the Joint
Technical Architecture (JTA) mandates where #-supperts information must crossig
internal functional and component boundaries. It also defines and controls the
functionality that exists at the interface between NMCI and other networks. Depending
on the characteristics of the other network, the functionality can include physical, logical

and security functions. His-theintentofthe JCDto-addressrequirementscorresponding
to the OSI Reference Model layers 1 thru 3.

Physical functions can include:
e Physical connector
e Electrical or optical signals
e Media type.

Bandwidth requirements for these interfaces are outside the scope of this ICD, but are
implicitly addressed by performance requirements in other locations within the NMCI
solicitation.

Logical functions can include:

e Transmission services such as fiber in the ground, cabling, Synchronous Optical
NETwork (SONET) Rings and point-to-point circuits

e Network services such as Asynchronous Transfer Mode (ATM) networks and
virtual circuits
Voice trunking and switching

e [P network communications functions and address routing protocols
Security, as described in the NMCI Security Concept of Operations (CONOPS),
outlined in the NMCI Security Policy, and defined in the NMCI Security
Requirements is a foundational element for all physical and electronic interfaces
to the NMCI. Refer to these documents for the security aspects of these
interfaces.

Administrative and management functions can include outage notification procedures,
escalation procedures, and administrative system interfaces to management systems for
trouble ticketing, performance reporting and configuration management. Administrative
and management functions are outside the scope of this document.

1.3 Reference Documents

There are existing documents that can be used as direct references for certain
functionality. Example references include the following:
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Title Version Date \ Source

Information Technology Standards 99-1 5 April 99 DON-CIO
Guidance (ITSG)

Information Technology Infrastructure 1.0 16 March 99 | DON-CIO
Architecture (ITIA)

Table 11: Reference Documents ‘

These reference documents provide useful material in support of NMCI interface
requirements. When used as a reference the specific section of the document is noted.

1.4 Joint Interoperability

Of particular importance in the development of NMCI interoperable interfaces is the DoD |
Joint Technical Architecture (JTA) Version 3.0 of 29 November 1999. This approved

DoD document mandates the minimum set of standards and guidelines that apply for the |
acquisition of all DoD information technology systems. The JTA addresses information
processing, transfer, and exchange standards as well as human-computer interface (HCI)
and security standards; it also identifies the standards required to support applicable
functional domains. Appendix A maps standards mandated by the JTA to the interfaces
discussed in the following sections of this document. NMCI shall comply with the Joint
Technical Architecture (JTA) where the NMCI interfaces with the Joint and Defense
Integrated-Serviees-Information System Network (DISN) infrastructure and (internally) |
where NMCI supports a functional or DoD component boundary. The NMCI shall

comply with applicable mandated standards of JTA Sections 2.2 Information Processing
Standards, 2.3 Information-Transfer Standards, 2.4 Information Modeling, Metadata, and
Information-Exchange Standards, and 2.6 Information Security Standards.

Document Structure
Each interface is defined in a first-level section. These include the following:

Section Interface

DISN

MCEN TDN Gateway

MCEN Network Operations Center (NOC)
IT-21 Pierside

IT-21 NOC

Networks Supporting Legacy Systems
Legacy Application Servers

External Networks

Commercial Internet Service Providers
Voice Networks

Top Secret (TS)/ Sensitive Compartmented
Information (SCI)

Nell ool EN| oY RO, | [EEN) QUSE B \9)

[ N
— O

—_
\S)
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Table 22: Document Structure
1.5 Audience

This document is intended for the NMCI contractors and NMCI integration, service
acceptance and administration teams.
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2 NMCI Interface to DISN

2.1 General Description

NMCI interfaces with the Defense Information System Network (DISN) that is
administered by the Defense Information Systems Agency (DISA). DISN provides
connectivity to other DoD and government agency activities. Interfaces between NMCI
and DISN may include the transport of voice, video, and data on the non-classified (but
sensitive) Internet Protocol Router NETwork (NIPRNET) and the Secret Internet
Protocol Router NETwork (SIPRNET). Connection to the DISN will be in accordance
with the available DISN service offerings and specifications.

2.2 Physical Interface

2.2.1 General Description

The physical interface between NMCI and the DISN is a serial or Ethernet interface to
the DISN's boundary router. Security for the interface will be in accordance with NMCI

securltv requlrements and pohcv WGI—mteffaees—D{SN—ﬂa—a—HseﬁNeW%eﬂeSw&eh—

2.3 Logical Interface
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2.3.1 Network Protocols

2.3.1.1 Layer-2
Not applicable

2.3.1.2 Layer-3

Internetworking Protocol (IP) services at the interface are in accordance with the IP
connectivity described in volume 1 section 2.4.2 of the ITIA document.

2.3.2 Address Routing Protocols

The interface is a boundary between two autonomous networks. As described in volume
1 section 2.4.3 of the ITIA document, autonomous networks can connect to each other by
using an appropriate protocol, e.g., Border Gateway Protocol (BGP) 4.

NMCI is required to provide the “backside” IP address. DISN will provide the /16
network prefix (e.g., 138.143.xxx.xxx) for the actual connection to the network. It is the
NMCI responsibility to obtain/provide the addressing to the backside of their premise
equipment. This is required prior to being able to activate the connection. If NMCI does
not already have these addresses they may be obtained from the Network Information
Center.

2.4 Connection Plan

2.4.1 Background

As a general rule, the most restrictive connection policy, will apply to the NMCI
connection to DISN. With respect to the provision of longhaul classified and sensitive
data transportation to Naval and Marine Corps installations in the NMCI service area, this
should include connection to the Defense Information System Network (DISN) that is
administered by the Defense Information Systems Agency (DISA). The NMCI
contractor must be capable of implementing the transport of voice, video, and data at the
time the service is available from DISN.

The DISN Security Accreditation Working Group (DSAWG) evaluates security
standards for the components of the DISN. DISA's Office of DISN Data Services
promulgates and integrates these standards. For access to the DISN, the NMCI will
follow DSAWG approved security standards and comply with the DISN (NIPRNET,
SIPRNET) Connection Approval Process (CAP.)

Prior to application for connection to the DISN, accreditation in accordance with

DITSCAP Instruction 5200.40, SECNAVINST 5239.3 and the NMCI Security Policy is
required. Successful connection to the DISN is predicated upon site/network
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accreditation. The NMCI Designated Approving Authority (DAA) will accredit the
NMCI for each level of classification in accordance with DAA plan for NMCI.

2.4.2 NIPRNET Connection

The NMCI will connect with the NIPRNET to pass controlled non-classified information
(formally known as non-classified but sensitive data) outside its network. In order to
establish this connection, the NMCI will comply with requirements set by the Chief,
DISN Data Services. These requirements include .MIL domain registration, individual
router registration, and compliance with the NIPRNET CAP. The NIC provides detailed
guidance for connecting to the NIPRNET at www.nic.mil.

2.4.3 SIPRNET Connection

The DISA process for connection to the SIPRNET is described in detail in the SIPRNET
Customer Connection Plan. The NMCI must comply with the SIPRNET Customer
Connection Plan security standards and continue to comply with the updated security
requirements that the DSAWG imposes on the SIPRNET. The SIPRNET Security Plan
fully details the security architecture of the existing SIPRNET infrastructure and is
indicative of the large-scale physical and cryptographic security requirements for any
SECRET level Network. The latest versions of the SIPRNET Customer Connection Plan
and the SIPRNET Security Plan can be found by contacting the SIPRNET customer
service manager. The formats and templates used to establish and modify a connection to
the SIPRNET are found at www.nic.mil. The SIPRNET connection plan contains a
checklist of the process to establish connection with the SIPRNET. This process includes
completion of the accreditation package by the connecting network's DAA. SIPRNET
connection is granted temporarily during the accreditation process in order to confirm the
accuracy of the reported network architecture. The connection becomes permanent once
the network architecture is confirmed and the certification and accreditation process is
complete.

2.5 Peering Agreement

To improve the efficiency of routing between NMCI and DISN, the following applies:

1. Peering for route exchange between the boundary routers of the respective networks.
Peering for the purposes of this agreement will be defined as the advertising of routes
via BGP 4 for customers of this agreement.

2. Exchange of routes will be performed using BGP 4. Routing policy will conform to
RIPE 181 and/or future recommendations of the IETF.

3. The participants agree to use the Routing Registry provided by the Routing Arbiter
(RA) via the Routing Arbiter DataBase (RADB).
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3 NMCI Interface to MCEN TDN Gateway

NMCI interfaces to the USMC Tactical Data Network (TDN). This interface supports
Marine Expeditionary Force (MEF)and USMC elements in a tactical environment. The
interface point is the TDN Gateway into the Digital Technical Control for further
distribution to MEF Forward units.

3.1 Physical Interface

3.1.1 General Description

The physical interface between NMCI and the TDN Gateway is a serial or Ethernet
interface to the black signal entry panel.

3.2 Logical Interface
3.2.1 Network Protocols

3.2.1.1 Layer-2
Not applicable

3.2.1.2 Layer-3

IP services at the interface are in accordance with the IP connectivity described in volume
1 section 2.4.2 of the ITIA document.

3.2.2 Address Routing Protocols

The interface is a boundary between two autonomous networks. As described in volume
1 section 2.4.3 of the ITIA document, autonomous networks can connect to each other by
using an appropriate protocol, e.g., Border Gateway Protocol (BGP) 4.

3.3 Peering Agreement
To improve the efficiency of routing between NMCI and TDN, the following applies.

1. Peering for route exchange between the boundary routers of the respective networks.
Peering for the purposes of this agreement will be defined as the advertising of routes
via BGP 4 for customers of this agreement.

2. Exchange of routes will be performed using BGP 4. Routing policy will conform to
RIPE 181 and/or future recommendations of the IETF.

3. The participants agree to use the Routing Registry provided by the Routing Arbiter
(RA) via the Routing Arbiter DataBase (RADB).
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4 NMCI Interface to MCEN NOC

4.1 General Description

NMCI is the sole provider of WAN services to the MCEN NOC, located in Quantico,
Virginia, for the transport of voice, video, and data. This capability is provided as a part
of the NMCI basic service at no additional cost. |

4.2 Physical Interface

4.2.1 General Description

The data transported between the MCEN NOC and NMCI will consist of data with
multiple levels of classification, including non-classified. These streams are handled as
per the security policy stated in SECURITY REFERENCE.

4.3 Logical Interface
4.3.1 Network Protocols

4.3.1.1 Layer-2

NMCI may provides provisionable dedicated layer 2 paths from the MCEN NOC to other |
points on the NMCI network

4.3.1.2 Layer-3

IP services at the interface are in accordance with the IP connectivity described in volume
1 section 2.4.2 of the ITIA document.

4.3.2 Address Routing Protocols

The interface is a boundary between two autonomous networks. As described in volume
1 section 2.4.3 of the ITIA document, autonomous networks can connect to each other by
using an appropriate protocol, e.g., Border Gateway Protocol (BGP) 4.

4.4 Peering Agreement

To improve the efficiency of routing between NMCI and the MCEN NOC, the following

applies:

1. Peering for route exchange between the boundary routers of the respective networks.
Peering for the purposes of this agreement will be defined as the advertising of routes
via BGP 4 for customers of this agreement.

2. Exchange of routes will be performed using BGP 4. Routing policy will conform to
RIPE 181 and/or future recommendations of the IETF.

3. The participants agree to use the Routing Registry provided by the Routing Arbiter
(RA) via the Routing Arbiter DataBase (RADB).
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5 NMCI Interface to I'T-21 Pierside

5.1 General Description

NMCI provides secure transport connectivity for data between a pierside connection and
the corresponding IT-21 NOC facility. 1T-21 NOCs are located in Norfolk, Virginia and
Oahu, Hawaii_within the NMCI service area. Mini NOCs may exist at regional Fleet
concentration areas in San Diego, Jacksonville and the Pacific Northwest within the
NMCI service area. Voice connectivity at the pier (for IT21 ships in port) is initially
expected to interface directly to the voice subnetwork or infrastructure of NMCI. For
some ships, a pierside connection requires a separate voice and data infrastructure, while
other ships may require a single infrastructure to carry voice and data (and video as well).
These connections are only utilized when a ship is in port. A Nnotional pierside
architecture is shown in Figure 2Figure 2Figure 2 below. Every component shown in the
figure may not be present at each site. In particular, the Mini-NOC, may or may not be
present at a particular base or region. The IT21 piers to be supported and the estimated
bandwidth for the pier connections are provided in Appendix C. This capability is
provided as a part of the NMCI basic service at no additional cost.

Tech Control
Teleport

Mini-NOC

Basic Network
Services without RF

Figure 222: NMCI - IT-21 Interfaces
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5.2 Physical Interface

5.2.1 General Description

The Navy is upgrading much of the CONUS and OCONUS pier cable plant to a standard
Fiber Optic cable and umbilical design. The ship’s umbilical will meet NAVSEA
standards described and detailed in Table 5Fable-5Fable-5.

7325759 Pierside connectivity, umbilical assembly, fiber optic, ship-
to-pier

7325760 Pierside connectivity, pigtail assembly, fiber optic jam nut
mounted receptacle (hermaphroditic) to ST connector

7325761 Pierside connectivity, pier kit, fiber optic, pier interface to
ship

7325762 Pierside connectivity, ship kit, fiber optic, ship interface to
pier

7325763 Pierside connectivity, termination support kit for fiber optic
ST connector and termination

Table 55: Umbilical Drawing Numbers

These NAVSEA Drawings call out three Commercial Item Descriptions (CIDs)

for the hermaphroditic connector, termini and pierside fiber optic cable.

The CIDs are in draft status. Three NAVSEA Drawings have been prepared for
acquisition purposes until the CIDs have completed the NAVSEA Specification
Review Board process. These NAVSEA Drawings are listed in Table 6Fable-6TFable-6.

Drawing Number \ Title

7379171 Fiber Optic Connectors, Hermaphroditic, Multiple
Removable Termini

7379172 Removable Termini For Multiple Termini Fiber Optic
Connectors

7379173 Cable, Fiber Optic, Pierside Use Only, 12 Breakout Cable
Count, Multiple Classes

Table 666: CID NAVSEA Drawings

Temporary numbers assigned to the hermaphroditic connector, termini and

pierside cable CIDs are A-A-XX-159, A-A-XX160 and A-A-XX161, respectively.
These NAVSEA Drawings and CIDs can be found at the following Web Site:
http://www.it-umbrella.navy.mil. On the bottom of the Web Page, click on the word
"Fiber". Also, note that the draft installation standard for pierside connectivity

cable components, Part 7 of MIL-STD-2042, is at this Web Site.
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At IOC, the NMCI contractor shall provide connectivity and transport services from the
ship’s fiber optic connector to the corresponding Premise Router of an IT-21 NOC. The
NOC may be regional (i.e., San Diego, PACNORWEST, or Jacksonville) or Fleet based
(i.e., Norfolk or Oahu). An IT-21 NOC is labeled as “Mini-NOC” or “Fleet NOC” in
Figure 2Figure2Figure2. The distinction between a Fleet NOC and a Mini-NOC is that |
the Fleet NOC includes IT-21 Network services and a backside RF Satcom “Teleport”
where the Mini-NOC includes only IT-21 Network services.

NMCI is responsible for ship’s fiber optic umbilicals. Each ship will have it's own a
wntgee umbilical.

The contractor should be aware that some piers will initially have copper connections not
the fiber connection described above (see Appendix C). Typically those connections are
via standard RJ-48 connectors. Specifically, at contract award there may still exist
copper F-1-based infrastructure eenneetivity for transporting voice, video and data |
services. A complete transition to a fiber optic transport medium is required. Ships have
not yet been upgraded to incorporate voice traffic onto the fiber connection and must
retain their legacy copper external voice lines connections to the pier until shipboard
upgrades are accomplished. In addition to the standard data connections used primarily
for the information flow discussed above, the NMCI contractor shall support secure
(STU-III/STE) and clear POTS/ISDN voice service connectivity from the pierside to
PSTN/DSN service delivery points via Base Area, Metropolitan Area networks or other
terrestrial means.

5.2.2 Media Type

E.g., Multi-mode Fiber (Typically ST connectors), Single-mode Fiber (Typically ST
connectors), Twisted Pair (Typically RJ45, RJ11, RJ48), Coax (Typically RG-57, 58)
Wireless (Typically 802.11 for LANs).
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6 NMCI Interface to I'T-21 NOC

6.1 General Description

NMCI is the sole provider of WAN services to the IT-21 NOC for the transport of voice,
video, and data. NOCs are located in Norfolk, Virginia and Oahu, Hawaii_within the
NMCT service areas. Mini NOCs may exist at regional Fleet concentration areas in San
Diego, Jacksonville and the Pacific Northwest within the NMCI service areas.= This
capability is provided as a part of the NMCI basic service at no additional cost.

6.2 Physical Interface

6.2.1 General Description

The data transported between the IT-21 NOC and NMCI will consist of data at multiple
levels of classification, including non-classified. These streams are handled as per the
security policy stated in the NMCI Security Policy.

Voice Service Delivery Point: NMCI must be able to terminate various types of voice
circuits, including but not limited to standard POTS (Plain Old Telephone Service) as
well as ISDN (Integrated Services Digital Networks). In addition the NMCI contractor
shall support secure (STU-III/STE), in addition to the clear POTS/ISDN voice service
connectivity, from the NOC Technical Control Facilities (TCF) to PSTN/DSN service
delivery points via Base Area, Metropolitan Area networks or other terrestrial means.

Video Teleconferencing: NMCI must be able to support classified and non-classified
Video Teleconferencing services. Today these services are the provided by the USN
Video Information Exchange System (VIXS) that distributes video from ship
terminations at the IT-21 NOC Technical Control Facility (TCF)s to Multi Point Control
hubs and other end users via dedicated terrestrial (T1) circuits managed by a Time
Division Multiplexer network. The dedicated T1 circuits are being changed to ISDN
Primary Rate Interfaces (PRI) that carry the H.320 video signal. VIXS interfaces with the
DISN Video Services Global (DVSG) infrastructure via these dedicated T1 or PRI
facilities.

NMCI will provide connectivity between IT21 NOC locations (Norfolk and Oahu) as
well as to the DVSG interface points.

6.2.2 Diagram
Figure 2Figure 2Fisure 2 shows the interface between NMCI and the IT-21 NOC.

6.2.3 Media Type

E.g., Multi-mode Fiber, Single-mode Fiber, Twisted Pair, Coax, Wireless, Laser or
Optical
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6.3 Logical Interface

The logical interface includes the network protocols at the data-link layer (layer 2) and
the network layer (layer 3).

6.3.1 Network Protocols

6.3.1.1 Layer-2

NMCI provides provisional dedicated and switched layer 2 paths from the IT-21 NOC to
other points on the NMCI network. The requirement for provisional paths for the IT-21
Fleet intranet is frame relay or ATM.

A potential DON ATM routing is defined in volume 1 section 2.6.3 of the ITIA
document. The relevant excerpts from these sections appear in Appendix B of this
document.

6.3.1.2 Layer-3

IP services at the interface are in accordance with the IP connectivity described in volume
1 section 2.4.2 of the ITIA document.

6.3.2 Address Routing Protocols

The interface is a boundary between two autonomous networks. As described in volume
1 section 2.4.3 of the ITIA document, autonomous networks can connect to each other by
using an appropriate protocol, e.g., Border Gateway Protocol (BGP) 4.

6.4 Peering Agreement

To improve the efficiency of routing between NMCI and IT-21 NOC, the following

applies:

1. Peering for route exchange between the boundary routers of the respective networks.
Peering for the purposes of this agreement will be defined as the advertising of routes
via BGP 4 for customers of this agreement.

2. Exchange of routes will be performed using BGP 4. Routing policy will conform to
RIPE 181 and/or future recommendations of the IETF.

3. The participants agree to use the Routing Registry provided by the Routing Arbiter
(RA) via the Routing Arbiter Data Base (RADB).
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7 NMCI Interface to Networks Supporting Legacy Systems

7.1 General Description

NMCI may interface to networks that support legacy systems. These networks will be
IP-based networks that have a premises boundary router.

7.2 Physical Interface

7.2.1 General Description
The physical interface between NMCI and the legacy network is a serial or Ethernet

interface to the network’s boundary router. Security for the interface will be in
accordance with NMCI security requirements and policy.

7.2.2 Network Protocols

7.2.2.1 Layer-2
Not applicable

7.2.2.2 Layer-3

IP services at the interface are in accordance with the IP connectivity described in volume
1 section 2.4.2 of the ITIA document.

7.2.3 Address Routing Protocols

The interface is a boundary between two autonomous networks. As described in volume
1 section 2.4.3 of the ITIA document, autonomous networks can connect to each other by
using an appropriate protocol, e.g., Border Gateway Protocol (BGP) 4.

7.3 Peering Agreement

To improve the efficiency of routing between NMCI and networks that support legacy

systems, the following is applies:

1. Peering for route exchange between the boundary routers of the respective networks.
Peering for the purposes of this agreement will be defined as the advertising of routes
via BGP 4 for customers of this agreement.

2. Exchange of routes will be performed using BGP 4. Routing policy will conform to
RIPE 181 and/or future recommendations of the IETF.

3. The participants agree to use the Routing Registry provided by the Routing Arbiter
(RA) via the Routing Arbiter Data Base (RADB).
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8 Legacy Application Server Migration and NMCI Interface
Requirements

8.1 Background

Over time, the Navy and Marine Corps have independently developed systems that were
tailored to meet a specific operational and thus information need and, where necessary,
have provided these systems their own dedicated communications bandwidth. Today’s
movement towards standards based technical architectures and the sharing of common IT
Wide Area Networks (WANs), Metropolitan Area Networks (MANSs) and Local Area
Networks (LANs) by Navy and Marine Corps users necessitates the migration away from
specialty products and their associated applications. A transition strategy should be
adopted that defines the user’s information needs and migrates these needs to a standard
set of applications that conform to Navy and Marine Corps IT standards and are
consistent with the “Defense in Depth” information assurance strategy.

8.2 Purpose
The purpose of this section is to:

1. Define a Legacy Appheation-System and Legacy Application, |
Provide an interim approach to allow continued service to critical systems affected by
the movement to NMCI,

3. Provide a proposed migration strategy for legacy applications to move to an
acceptable set of applications for NMCI use, and

4. Define the interface to the migrated legacy system (server).

8.3 Legacy Definitions

8.3.1 Legacy Application

A eemputer-software application program. Typically developed for use on an internal |
corporate network without the application designers having full awareness of the
requirements to accommodate the application for compatibility with wide-area network
environment.

Discussion: Security was often not a primary consideration in the selection of
application or management protocols. A distinguishing characteristic of many legacy
applications is a reliance on exploitable protocols, such as remote procedure call (RPC)
or simple network management protocol (SNMP). Legacy applications may also lack
appropriately secure user authentication provisions. Legacy applications generally
require remote access from geographically dispersed user sites to centrally or regionally
administered data or information repositories. Wide area access may be initially
provisioned via private, dedicated circuits directly between the repository server(s) and
user workstations. Often for accessibility, economic, or other reasons, the application is
migrated, without fundamental change, to an internetwork or intranetwork, such as the
NMCI. In some cases, recently developed applications have these same kinds of
vulnerabilities, even when designed for a network environment.
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8.3.2 Legacy Applieation-System

Legacy Appheation-Systems are defined as a hardware and/or software system that
consists in whole (or part) of legacy applications, or uses legacy applications to achieve
its transport or enabling capability. Appendix D of this document contains the most
comprehensive list available for legacy DoN systems and applications.

8.4 Interim Approach for Critical Legacy Systems

Some legacy systems are considered critical in nature and unable to migrate to full
compliance with the Navy’s Defense in Depth requirements within the time allowed for
commencement of NMCI operation. These systems, which use non- firewall compliant
protocols, are of three types:

1. Those that are IP based can ride over the NMCI and can be routed through a Virtual
Private Network (VPN) security suite

2. Those that are not IP based and require continued legacy communications
connectivity separate from the NMCI

3. Those that could reside in a DMZ, outside the NMCI security enclave.

Systems approved for Virtual Private Network (VPN) usage will require DOD PKI for all
VPN users for authentication of information passing over VPNs. VPN devices used
within NMCI shall be selected according to Naval VPN Selection Criteria document
dated 18 November 1999.

Some applications may be able to reside in the DMZ and therefore will benefit from a
limited amount of NMCI security, e.g., router ACLs, but will not be afforded the layered
defense that the rest of the NMCI will have. This is an example of a method for allowing
legacy applications to provide availability to users.

8.5 Proposed Migration Process for Legacy Applications

Legacy Applications Systems that require migration will move through three phases in
their journey from a non-firewall compatible system to a firewall compatible system.

1. Phase one is the identification period, where all non-firewall compatible systems are
identified to their program sponsor for potential migration to a security compliant
architecture.

2. Phase two is the planning phase. During this phase, two potential methods for
migration can occur:

e Legacy application system sponsors identify firewall compatible based
applications that can offer the same or similar mission functionality as that
provided by the legacy system and direct their immediate migration, or

e The application can be modified to adhere to the NMCI security
requirements and policies.
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3. Phase three is the migration and obsolescence phase. During this phase, legacy
application systems will be migrated to a non-legacy application and is therefore fully
firewall compatible or where the decision is made that the system is obsolete and is
then phased out.

8.6 Interface Specification

8.6.1 Physical Interface

The physical interface between the migrated Legacy system (server) is the +04-00-base-F
network interface card in the server.

8.6.2 Logical Interface
8.6.2.1 Network Protocols

8.6.2.2 Layer-2
Not applicableStandard 10100 Base Tprotoecol

8.6.2.3 Layer-3

IP services at the interface are in accordance with the IP connectivity described in volume
1 section 2.4.2 of the ITIA document.
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9 NMCI Interface to External Networks

NMCI will be required to interface with additional external networks not yet specified.
Examples include the OCONUS DoN networks, the Defense Research Enterprise
Network (DREN), and DoN commercial partners. This section describes the IP interface
to these networks.

9.1 General Description

NMCI will interface with these networks at a premises boundary router. Security for the
interface will be in accordance with NMCI security requirements and policy

9.2 Physical Interface

9.2.1 General Description

The physical interface between NMCI and the external network is a serial or Ethernet
interface to the network’s boundary router.

9.3 Logical Interface
9.3.1 Network Protocols

1.1.1.1 Layer-2
Not applicable

1.1.1.2 Layer-3

IP services at the interface are in accordance with the IP connectivity described in volume
1 section 2.4.2 of the ITIA document.

9.3.2 Address Routing Protocols

The interface is a boundary between two autonomous networks. As described in volume
1 section 2.4.3 of the ITIA document, autonomous networks can connect to each other by
using an appropriate protocol, e.g., Border Gateway Protocol (BGP) 4.

9.4 Peering Agreement

To improve the efficiency of routing between NMCI and external networks, the
following applies.

1. Peering for route exchange between the boundary routers of the respective networks.
Peering for the purposes of this agreement will be defined as the advertising of routes
via BGP 4 for customers of this agreement.

2. Exchange of routes will be performed using BGP 4. Routing policy will conform to
RIPE 181 and/or future recommendations of the IETF.

3. The participants agree to use the Routing Registry provided by the Routing Arbiter
(RA) via the Routing Arbiter DataBase (RADB).
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10 NMCI Interface to Commercial Internet Service Providers

NMCI connects to one or more commercial Internet Services Providers (ISPs) to provide
access

10.1 General Description
NMCI will interface with these networks at a premises boundary router.

10.2 Physical Interface

10.2.1 General Description

The physical interface between NMCI and the ISP network is a serial or Ethernet
interface to the network’s boundary router. Security for the interface will be in
accordance with NMCI security requirements and policy

10.3 Logical Interface
10.3.1 Network Protocols

1.1.1.3 Layer-2
Not applicable

10.3.1.1 Layer-3

IP services at the interface are in accordance with the IP connectivity described in volume
1 section 2.4.2 of the ITIA document.

10.3.2 Address Routing Protocols

The interface is a boundary between two autonomous networks. As described in volume
1 section 2.4.3 of the ITIA document, autonomous networks can connect to each other by
using an appropriate protocol, e.g., Border Gateway Protocol (BGP) 4.

10.4 Peering Agreement

To improve the efficiency of routing between NMCI and commercial ISPs, the following
applies.

1. Peering for route exchange between the boundary routers of the respective networks.
Peering for the purposes of this agreement will be defined as the advertising of routes
via BGP 4 for customers of this agreement.

2. Exchange of routes will be performed using BGP 4. Routing policy will conform to
RIPE 181 and/or future recommendations of the IETF.

3. The participants agree to use the Routing Registry provided by the Routing Arbiter
(RA) via the Routing Arbiter DataBase (RADB).
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11 NMCI Interface to Voice Networks

11.1 Defense Switched Network (DSN)

11.1.1 General Description

The Defense Switched Network provides basic voice transport services for premise
switches that are either part of a campus or base network. If there is a sufficient
community of interest, these campus networks may be interconnected with a SONET
ring. The existing campus networks are owned today by the Navy and Marine Corps.
Typically features of campus network, that may span multiple area codes (or LATAs),
are 5 or 7-digit dialing plans plus calling number delivery. Premise switches may be
connected to the DSN by one or more T1 facilities based upon their calling needs (inward
and outward). Multiple T1 facilities may be terminated on the premise switch based
upon calling volumes and traffic engineering calculations to determine the call blocking
desired in the busy hour.

11.1.2 Physical Interface

The physical interface from a premise switch to the DSN will be one or more Extended
Super Frame (ESF) T1 facilities (1.544 Mbps) that conform to ANSI standard T1.408-
1990 Integrated Services Digital Network (ISDN) Primary Rate — customer Installation
Metallic Interfaces Layer 1 Specifications. It is intended that this standard remains
consistent with ANSI T1.403-1995, Network-to-Customer Installation — DS1 Metallic
Interface (DS1 standard). Implementation details are spelled out in Chapter 3 of

Telcordia Technologies SR—4287, Issue 1, December 1997,
1998 Version of National ISDN Primary Rate Interface Customer Premises
Equipment Generic Guidelines Special Report (SR).

A T1 facility provides 24 x 64 kbps slots that may be either all (24) B-channels or 23 B-
channels and one D-channel. When a D-channel is present, it is always assigned to
channel slot number 24. The B-channels can be used for voice or data calls based upon
signaling information transmitted on the D-channel. Further, the B-channels may be
aggregated as HO (6 B-channels), H11 (24 B-channels), or nx64 kbps (n B-channels). HO
channels must be assigned to 6 contiguous time-slots (i.e., 1-6, 7-12, 13-18, or 19-24).
The ESF T1 facility includes an 8 kbps framing signal to maintain synchronization and
management of the facility.

11.1.3 Logical Interface

The Logical Interface for call control of the T1 facility rides on the D-channel. The D-
channel provides call setup and teardown for B, HO, H11, and nx64 channel calls.
Additionally it may be used for setup and teardown of temporary virtual signaling
channels that reside on the D-channel. When the D-channel controls only the facilities on
its physical interface this is known as Facility Associated Signaling (FAS). The logical
interface includes the network protocols at the data-link layer (layer 2) and the network
layer (layer 3).
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11.1.3.1 Network Protocols
11.1.3.1.1 Layer 2

The applicable layer 2 protocol on the D-channel (when present) is specified in:

Telcordia Technologies TR-TSY-00793, November 1994, ISDN D-Channel Access
Signaling and Switching Requirements (Layer 2).

Additional requirements are spelled out in Section 4 of

Telcordia Technologies SR—4287, Issue 1, December 1997,
1998 Version of National ISDN Primary Rate Interface Customer Premises
Equipment Generic Guidelines Special Report (SR).

The D-channel will not be used for transmission of packet data from the premise switch
to the DSN.

11.1.3.1.2 Layer 3

The applicable layer 3 protocol specifications for the D-channel are:

Telcordia Technologies SR—4287, Issue 1, December 1997,
1998 Version of National ISDN Primary Rate Interface Customer Premises
Equipment Generic Guidelines Special Report (SR),

Telcordia Technologies TR-NWT-001268, March 1998, ISDN Primary Rate
Interface Call Control Switching and Signaling Generic Requirements for Class 11
Equipment (Complete-Interfiled), and

Telcordia Technologies GR 2986, Issue 1, September 1998, Business Group-to-
Business Group and Business Group -to-CPE Networking Using ISDN Primary
Rate Interface Generic Requirements (GR).

When more than one T1 exists between the premise switch and DSN, it is advisable to
not provision a D-channel in every T1 and instead use the time slot as a B-channel.
Using the D-channel to control channels on its physical interface and other physical
interfaces is called non-facility associated signaling. The recommended implementation
when two or more T1s connect the premise switch to DSN is to provision two (2) D-
channels only on these facilities and use Non-Facility Associated Signaling (NFAS) to
control all the circuits.

To address reliability issues for the signaling interface when non-facility associated
signaling is employed and two D-channels are present, it is recommended that D-channel
backup procedures as spelled out in Section 9 of SR-4287 be employed. One D-channel
(known as the primary D-channel) shall provide all call control signaling. The second D-
channel (known as the backup D-channel) shall operate in a hot-standby mode until
failure is detected at which point it takes over signaling and becomes the primary D-
channel.
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11.2 Commercial Networks

11.2.1 General Description

A number of carriers — Incumbent Local Exchanges Carriers (ILECs), Competitive Local
Exchange Carriers (CLECs), and Inter-exchange Carriers (IECs) offer T1 interfaces that
support ISDN Primary Rate Interface. These carriers provide a viable alternative to DSN
in case of network congestion or failure (at the physical layer) of the facilities that
interconnect the premise switch to DSN.

11.2.2 Physical Interface

The characteristics of the physical interface must be the same as those of DSN (see
section 11.1.2) to ensure uniform implementation at the premise switch.

11.2.3 Logical Interface
The Logical Interface for call control of the T1 facility rides on the D-channel. The

carrier may offer either FAS or NFAS services to the premise switch.
11.2.3.1 Network Protocols
11.2.3.1.1 Layer 2

The applicable layer 2 protocol on the D-channel (when present) is specified in:

Telcordia Technologies TR-TSY-00793, November 1994, ISDN D-Channel
Access Signaling and Switching Requirements (Layer 2).

Additional requirements are spelled out in Section 4 of

Telcordia Technologies SR—4287, Issue 1, December 1997,
1998 Version of National ISDN Primary Rate Interface Customer Premises
Equipment Generic Guidelines Special Report (SR).

The D-channel will not be used for transmission of packet data from the premise switch
to the DSN.

11.2.3.1.2 Layer 3

The applicable layer 3 protocol specifications for the D-channel are:

Telcordia Technologies SR—4287, Issue 1, December 1997,
1998 Version of National ISDN Primary Rate Interface Customer Premises
Equipment Generic Guidelines Special Report (SR),

Telcordia Technologies TR-NWT-001268, March 1998, ISDN Primary Rate
Interface Call Control Switching and Signaling Generic Requirements for Class I1
Equipment (Complete-Interfiled),
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Telcordia Technologies GR 2986, Issue 1, September 1998, Business Group-to-
Business Group and Business Group -to-CPE Networking Using ISDN Primary
Rate Interface Generic Requirements (GR), and

Telcordia Technologies GR 2987, Issue 1, September 1998, Business Group-
Access to Interexchange Carrier (IEC) Services Using ISDN Primary Rate
Interface Generic Requirements (GR).

The last document addresses the following features and capabilities: access to business
group features, calling number identification services, calling name identification
services, and specific exchange carrier (IEC or other) capabilities and services including
call-by-call services defined by the carrier.
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12 NMCI Interface to TS/SCI

12.1 General Description

NMCI may provide secure connectivity from an NMCI endpoint to a Top Secret (TS) or
Sensitive Compartmented Information (SCI) interface. This customer-orderable interface
provides secure provisionable transport of data with the required security and access
control from a location physically inside the NMCI network to a location outside the
NMCI network. It is the responsibility of the ordering activity to provide the required
cryptographic devices and to ensure appropriate security requirements are fulfilled.

12.2 Physical Interface

The physical interface will be determined on a case-by-case basis depending on location
and type of equipment used.

12.3 Logical Interface

12.3.1 Network Protocols

12.3.1.1 Layer-2

NMCI provides provisionable a dedicated layer 2 path from the TS/SCI interface to other
points on the NMCI network.
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14 APPENDIX B

Relevant excerpts from the ITIA document.

In the following paragraphs references to MAN and WAN may be replaced with “NMCI”
for the sake of clarity.

DoN ATM Addressing Plan from section 2.6.3.1

Implementation of the ITI architecture requires a complete ATM addressing plan. The
DON ATM Addressing Plan is based on the DoD ATM Addressing Plan as described in
MIL-STD-188-176, Standardized Profile for Asynchronous Transfer Mode (ATM), dated
21 May 1996 and DISA implementation instructions contained in DoD ATM Addressing
Plan, dated 17 April 1998.

The DON Network Information Center (NIC) established procedures to register ATM
End System Addresses (AESA) and is the single DoN point of contact to the DoD NIC
for both IP and Network Service Access Point (NSAP) registration.

DISA assigns the routing domain fields of the ATM address and the DON NIC assigns
area field values to DON regions. Because DISA assigns the routing domain field (bytes
5 through 8) geographically, each Navy MAN will have a different address prefix.

For fixed sites, the NSAP addressing will be geographically based using the DISA NSAP
addressing plan (as modified for DON MANS).

The System ID portion of the address range is unique within the MAN.

All addresses on a given campus will be summarized by a single prefix/mask and
advertised to the MAN. Also, all addresses within a geographic area covered by a MAN
and the campuses it serves will be summarized into a single prefix/mask and advertised to
the WAN. This hierarchy makes the routing problem more tractable.

The DISA ATM addressing allocations provide a 24 bit (3 byte) field called “Area” for
subscribers to use in assigning NSAP prefixes to switches. These would be applied at the
MAN level; the MAN will then allocate address space down to the individual sites

(campus networks). The following Table 7Fable 7 able7 gives an example of the |
allocation hierarchy that can be used for a typical MAN.

| Site (6) | Classification (2) | Building (8) | Switch (8) |
Table 777: Example Allocation Hierarchy

Campus ATM Address Allocation

The allocated 24 bits is used to establish an addressing hierarchy in a region. Six bits
allows 64 distinct sites to be connected to the MAN. Two bits of classification allows for
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4 different classification levels at any given site. Eight bits allow for 256 buildings at a
site. And finally, 8 bits allow for 256 switches in a given building.

DON ATM Routing Architecture from section 2.6.3.2

The MAN prefix/mask aggregate must be “advertised” within the WAN. Depending on
the WAN provider, this might be done any number of ways. A fully signaled,
automatically advertised solution is strongly desired, i.e., full PNNI. Given the immobile
nature of MANs, however, static addressing through Public UNI or a PVP mesh is
acceptable in the short term.
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15 APPENDIX C

PAC NMCI PIERS
PIER PIER STATUS IT-21 HOMEPORTED
LOCATION SHIPS
Pier Pier YEAR Estimated Ship Type | No. | Existing End of End of End of
CONN. | Bandwidth of
Location ID/Nr| REQD REQ'D Length of | Supported |Bert Fiber FY99 FY00 FYO01
(Mbps) Pier S
NAS North Island, Nuc 01 10.81 1350 CVN 3 [12mm/1]| Anchora Antietam Decatur
CA Pier 2sm
ge
NAS North Island, Quay 01 10.81 3150 CVN, Surf 8mm/4s BH Benfold John
CA Wall Cvbts m Richard Paul
Jones
NAS North Island, JIK 01 10.81 800 CVN None Bunker Boxer John
CA Pier Hill Young
NAVSTA San 1 01 21.6 1000 FFG 8mm/4s| Coronad Cleveland Ogden
Diego, CA m 0
NAVSTA San 2 01 21.6 1480 LHD,DDG,D 8mm/4s| Denver Comstock
Diego, CA D m
NAVSTA San 3 01 21.6 1400 FFG,DDG None Duluth |Constellation
Diego, CA
NAVSTA San 4 01 21.6 1320 FFG,DDG None Elliot Dubuque
Diego, CA
NAVSTA San 5 01 21.6 1270 FFG,DDG None Fitzgera| Harpers
Diego, CA d Ferry
NAVSTA San 6 South 01 10.8 1380  |Sm Amphibs smm/4s|  Gary Jefferson
Diego, CA m (also City
Yoko)
NAVSTA San 6 North 01 10.8 1380 Sm Amphibs None Jarrett Kinkaid
Diego, CA
NAVSTA San 7 01 21.6 1480 LHA, LHD, 8mm/4s| Jefferson Peleiu
Diego, CA CG m City
NAVSTA San 8 01 21.6 1580 CG 8mm/4s John C Princeton
Diego, CA ™ | Stennis
NAVSTA San 13 01 21.6 1480 LHD, CG 8mm/4s Lake Stethem
Diego, CA M |Champlai
n
NAVSTA San 9 01 21.6 800 Various 8mm/4s|  Milus Salt Lake
Diego, CA m City
NAVSTA San 10 02 21.6 1480 TBD None |QOldendor
Diego, CA f
NAVSTA San 11 02 21.6 1480 TBD None Pearl
Diego, CA Harbor
NAVSTA San 12 02 21.6 1480 TBD None Rentz
Diego, CA
Subase Ballast 5000 01 10.81 1100 Coronado 24mm/2|  Shiloh
Point, CA AGF 4sm
Subase Ballast 5003 01 6.18 500 Subs None | Tarawa
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Point, CA

Subase Ballast
Point, CA

5002

01

9.27

1170

Small Subs

None
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PIER PIER IT-21 HOMEPORTED
LOCATION STATUS SHIPS
Pier Pier YEAR Estimated Ship Type |No. of [ Existin End of End of End of
CONN. | Bandwidth a
Location ID/Nr|{ REQD REQ'D Length of | Supported | Berth | Fiber FY99 FY00 FYO01
(Mbps) Pier S
NAVSTA Everett, Alpha 01 10.81 700 UptoCVN | 7 |8mm/6] Everett Everett Everett
WA sm
NAVSTA Everett, Bravo 01 10.81 550 FFG,DDG 2 [8mm/6| Abraham|David R Ray
WA *M | Lincoln
NAVSTA Everett, Delta TBD Sml Util 0 None Fife Ford
WA Craft
NAVSTA Everett, Echo TBD Sml Util 0 |6mm/6 Ingraham
WA Craft sm
PSNS Bremerton, Bravo 01 10.81 1300 CVN 2 | 12mm Paul F
WA Foster
PSNS Bremerton, Charlie 01 1.54 575 AE 4 12mm
WA
PSNS Bremerton, 4 01 1.54 1300 AOE 4 12mm
WA
PSNS Bremerton, 5 01 1.54 1200 AOE 8 12mm |Bremerto| Bremerton |[Bremert
WA
n on
PSNS Bremerton, | Drydoc 01 10.81 1170 CVN 5 | 12mm Bridge | Carl Vinson
WA k 6
PSNS Bremerton, 3 01 1300 CVN /AOQOE 5 12mm Camden Ranier
WA
PSNS Bremerton, 6 01 1170 CVN 4 12mm Sacramento
WA
PSNS Bremerton, 7 01 640 SSN/CGN/A| 4 12mm
WA OE
PSNS Bremerton, Delta 02 3.09 CVN (Demo| 2 12mm
WA 1/01)
Subase Bangor,WA (Service 01 6.18 700 Surf & Subs| 2 None
Subase Bangor,WA | Margin 01 6.18 720 Surf & Subs| 2 12mm
al
Subase Bangor, WA | Exp 01 3.09 700 Submarines | 1 None
Hndl
Subase Bangor,WA |Keyport 02 3.09 600 Surface 7 None
Subase Bangor,WA [ Subma 02 3.09 Submarines | 1 None
rines
Trident Refit Facility,| Delta 01 6.18 1300 Submarines 2 12mm
WA South
Trident Refit Facility,| Delta 01 6.18 600 Submarines | 2 12mm
WA North
Trident Refit Facility,| Delta 01 3.09 800 Submarines 1 12mm
WA Drydoc
k
Bravo Berths, Pearl | B24 01 54 Trans 1 | 16mm/| Charlotte Chosin Cheyen
Harbor, HI DDG/FF 8sm ne
Bravo Berths, Pearl | B23 01 5.4 Trans 1 |16mm/|Crommeli| Lake Erie |Hopper
Harbor, HI DDG/FF 8sm n
Bravo Berths, Pearl | B25 01 5.4 Trans 1 |16mm/| Fletcher Ashville Reuben
Harbor, HI FFG/CG 8sm James
PIER PIER IT-21 HOMEPORTED
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LOCATION STATUS SHIPS
Pier Pier YEAR Estimated Ship Type |No. of [ Existin End of End of End of
CONN. | Bandwidth a
Location ID/Nr| REQ'D REQ'D Length of | Supported | Berth | Fiber FY99 FY00 FYO01
(Mbps) Pier S
Bravo Berths, Pearl | B22 01 5.4 Trans 1 | 16mm/ Paul Key West
Harbor, HI DDG/DD 8sm hamilton
Bravo Berths, Pearl | B21 01 54 FFG 1 None Port Sante Fe
Harbor, HI Royal
Bravo Berths, Pearl | B10 01 5.4 CG 1 None | Russell Tuscon
Harbor, HI
Bravo Berths, Pearl | B18 01 5.4 Trans DDG | 1 None Columbia
Harbor, HI
Bravo Berths, Pearl | B17 01 54 Trans CG 1 None Olympia
Harbor, HI
Bravo Berths, Pearl | B16 01 5.4 Trans DDG | 1 None Greenville
Harbor, HI
Bravo Berths, Pearl B15 01 54 Trans DDG 1 None
Harbor, HI
Bravo Berths, Pearl B12 01 1.54 Trans 1 None
Harbor, HI
Bravo Berths, Pearl B13 01 1.54 Trans 1 None
Harbor, HI
Bravo Berths, Pearl | B26 01 1.54 TransLPD | 1 |16mm/| O'Kane |Undetermine
Harbor, HI 8sm (SCN) d
Bravo Berths, Pearl B14 Sm Util 1 None
Harbor, HI
Bravo Berths, Pearl B19 Sm Util 1 None
Harbor, HI
Bravo Berths, Pearl B20 Not used 1 None
Harbor, HI
Mike Berths, Pearl M1 01 5.4 LST 1 16mm/
Harbor, HI 8sm
Mike Berths, Pearl M3 01 54 LHA 1 16mm/
Harbor, HI 8sm
Bravo Berths, Pearl B9 01 54 Sm Util 1 None
Harbor, HI
Bravo Berths, Pearl B6 01 54 DDG 1 None
Harbor, HI
Bravo Berths, Pearl B4 01 54 DDG 1 None
Harbor, HI
Bravo Berths, Pearl B3 01 54 FFG 1 None
Harbor, HI
Bravo Berths, Pearl B2 01 54 Trans LSD 1 None

Harbor, HI
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PIER PIER IT-21 HOMEPORTED
LOCATION STATUS SHIPS
Pier Pier YEAR Estimated Ship Type |No. of [ Existin End of End of End of
CONN. | Bandwidth a
Location ID/Nr| REQ'D REQ'D Length of | Supported | Berth | Fiber FY99 FYO00 FYO01
(Mbps) Pier ]
Sierra Berths, Pearl | S1A 01 3.09 SSN 1 None
Harbor, HI
Sierra Berths, Pearl | S1B 01 3.09 SSN 1 None
Harbor, HI
Sierra Berths, Pearl S8 01 3.09 SSN 1 None
Harbor, HI
Sierra Berths, Pearl S9 01 3.09 SSN 1 None
Harbor, HI
Sierra Berths, Pearl S10 01 3.09 SSN 1 None
Harbor, HI
Sierra Berths, Pearl | S11 01 3.09 SSN 1 None
Harbor, HI
Sierra Berths, Pearl | S12 01 3.09 SSN 1 None
Harbor, HI
Sierra Berths, Pearl S20 01 3.09 SSN 1 None
Harbor, HI
Sierra Berths, Pearl | S21A 01 3.09 SSN 1 None
Harbor, HI
Sierra Berths, Pearl | S21B 01 3.09 SSN 1 None
Harbor, HI
Yankee Berths, Y2 01 3.09 SSN 1 None
Pearl Harbor, HI
Yankee Berths, Y3A 01 3.09 SSN 1 None
Pearl Harbor, HI
Yankee Berths, Y3B 01 3.09 SSN 1 None
Pearl Harbor, HI
Kilo Berths, Pearl K10 01 1.54 Trans DDG 1 None
Harbor, HI
Kilo Berths, Pearl K7 01 1.54 AO 1 None
Harbor, HI
Kilo Berths, Pearl K8 01 1.54 Trans AOR 1 None
Harbor, HI
Kilo Berths, Pearl K12 01 1.54 Small Boy 1 None
Harbor, HI
Hotel Berths, Pearl |H1/H2/ 01 10.81 Trans CVN 4 None
Harbor, HI H3/H4
Biship Point, Pearl A5 02 1.54 ARS 1 None
Harbor, HI
Biship Point, Pearl A6 02 1.54 ARS 1 None
Harbor, HI
Biship Point, Pearl A7 02 1.54 ARS 1 None
Harbor, HI
Ford Island, Pearl F1 02 1.54 2CG,1DD 1 None
Harbor, HI
Ford Island, Pearl F12/13 02 1.54 Up to CVN 2 None
Harbor, HI
Pearl City V1 Spec Ops 1 None
Peninsula, HI
Pearl City V5 SURTASS 1 None
Peninsula, HI
Pearl City V6 SURTASS 1 None
Peninsula, HI
PIER PIER IT-21 HOMEPORTED
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LOCATION STATUS SHIPS
Pier Pier YEAR Estimated Ship Type |No. of [ Existin End of End of End of
CONN. | Bandwidth a
Location ID/Nr| REQ'D REQ'D Length of | Supported | Berth | Fiber FY99 FY00 FYO01
(Mbps) Pier S

Bravo Berths, Pearl B5 Sm Util 1 None
Harbor, HI

Bravo Berths, Pearl B7/8 01 5.04 DDG 1 None
Harbor, HI

Bravo Berths, Pearl B11 01 5.04 CG 1 None
Harbor, HI

Sierra Berths, Pearl S4 01 3.09 SSN 1 None
Harbor, HI

Sierra Berths, Pearl S5 01 3.09 SSN 1 None
Harbor, HI

Sierra Berths, Pearl | S13/14 01 3.09 SSN 1 None
Harbor, HI

Sierra Berths, Pearl | S15 01 3.09 SSN 1 None
Harbor, HI

Sierra Berths, Pearl | S16 01 3.09 SSN 1 None
Harbor, HI

Sierra Berths, Pearl | S17 01 3.09 SSN 1 None
Harbor, HI

Sierra Berths, Pearl S18 01 3.09 SSN 1 None
Harbor, HI

Sierra Berths, Pearl | S19 01 3.09 SSN 1 None
Harbor, HI

Mike Berths, Pearl M2 01 5.04 LST 1 None
Harbor, HI

Mike Berths, Pearl M4 01 5.04 LHA 1 16mm/
Harbor, HI 8sm
Kilo Berths, Pearl K3 TBD None
Harbor, HI

Kilo Berths, Pearl K5 TBD None
Harbor, HI

Kilo Berths, Pearl K6 TBD 1 None
Harbor, HI

Kilo Berths, Pearl K9 Sm Util 1 None
Harbor, HI

Kilo Berths, Pearl K11 Trans DDG 1 None
Harbor, HI
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LANT NMCI PIERS

PIER PIER IT-21
LOCATION STATUS HOMEPORTED
SHIPS
Pier Pier |Year Conn.| Estimated Ship Type [No. of| Existing End of End of End of
Bandwidth | Length of
Location ID / Nr REQ'D REQ'D Pier Supported [Berth | Fiber FY99 FY00 FYO01
(Mbps) S
NAVSTA Mayport, FL | Alpha 01 11.01 795 Up to CG 2 | 24mm/1 Carney
8sm
NAVSTA Mayport, FL | Bravo 01 16.5 1950 Up to CG 3 | 24mm/1 John F
8sm Kennedy
NAVSTA Mayport, FL | Charlie 01 10.81 2458 CVN 2 | 24mm/1 John
8sm Hancock
NAVSTA Mayport, FL | Delta 01 22.02 1925 up to CG 4 | 24mm/1 Spruance, Taylor
8sm
NAVSTA Mayport, FL | Echo 01 16.5 1398 up to FFG 3 | 24mm/1 The
8sm Sullivans
NAVSTA Mayport, FL | Foxtrot 01 11.01 1000 up to FFG 2 | 24mm/1 |Underwood
8sm
Subase New London, 12 01 6.18 470 SC/SSN688 2 None Miami Pittsburgh
CT
Subase New London, 10 01 6.18 465 SSN688/21 2 None Hartford Toledo
CT
Subase New London, 8 01 6.18 474 SSN688/21 2 None Memphis
CT
Subase New London, 33 01 6.18 472 SSN688 2 None Augusta
CT
Subase New London, 31 01 6.18 372 SC/SSN688 2 None Providence
CT
Subase New London, 32 01 6.18 440 SSN688 2 None San Juan
CT
Subase New London, 17 01 6.18 500 ARDM/SSN6 2 None Annapolis
CT 88/21
Subase New London, 15 01 3.08 477 ARDM/SSN6 | 2 None Alexandria
CT 88/21
Subase New London, 6 01 6.18 380 SC/SSN688 2 None
CT
Subase New London, 2 01 6.18 372 SC/SSN688 2 None
CT
Subase New London, 13 TBD 470 SC 2 None
CT
Subase New London, 4 TBD 287 SC 2 None
CT
NAVSTA / NAS 10 01 10.81 1300 CVN 2 None Bataan Anzio, Oklahoma
Norfolk Arleigh City
Burke
NAVSTA / NAS 12 01 10.81 1306 CVN 4 None McFaul Arthur
Norfolk Radford,
Barry, Boise
NAVSTA / NAS 11 01 10.81 1400 CVN 4 None Monterey Briscoe,
Norfolk Cape St
George
NAVSTA / NAS 7 01 21.6 1346 Surf 4 None |Shreveport| Caron, Carr,
Norfolk Cole, Deyo
NAVSTA / NAS 5 01 21.6 1345 Surf 4 None |Jacksonvill | Donald Cook,
Norfolk e Eisenhower
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PIER PIER IT-21
LOCATION STATUS HOMEP-
ORTED
SHIPS
Pier Pier | Year Conn. | Estimated Ship Type |No. of| Existing End of End of End of
Bandwidth | Length of
Location ID / Nr REQ'D REQ'D Pier Supported [Berth | Fiber FY99 FY00 FYO01
(Mbps) S

NAVSTA / NAS 22 01 18.54 1300 Sub 6 None Albany Mahan,
Norfolk Mitscher, Mt

Baker
NAVSTA / NAS 21 01 18.54 1405 Tndr & Sub 6 None | Springfield | Mt Whitney, Nashville,
Norfolk Nassau
NAVSTA / NAS 20 01 18.54 1450 Tndr & Sub 6 None Normandy,
Norfolk Oak Hill,

Porter
NAVSTA / NAS 2 01 21.6 1365 Surf 4 None Saipan,
Norfolk Samuel B

Roberts
NAVSTA / NAS 3 01 21.6 1365 Surf 4 None San Jacinto,
Norfolk Simpson
NAVSTA / NAS 4 01 21.6 1346 Surf 4 None Stump,
Norfolk Trenton,

Wasp
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PIER PIER IT-21
LOCATION STATUS HOMEPORTED
SHIPS
Pier Pier |Year Conn.| Estimated Ship Type |No. of| Existing End of End of End of
Bandwidth | Length of
Location ID / Nr REQ'D REQ'D Pier Supported |Berth| Fiber FY99 FYO00 FYO01
(Mbps) s
NAB Little Creek QW-EW 01 3.08 1037 LSD 4 Whidbey Ashland
Island
NAB Little Creek QW- 01 1.54 520 LSD 2 Portland
Dogleg
NAB Little Creek 14 01 1.54 450 General 4 None
Purpose
NAB Little Creek 15 01 1.54 550 Amphi/CV 4 None
NAB Little Creek 16 01 1.54 550 Amphi/CV 4 None
NAB Little Creek 17 01 1.54 550 Amphi/CV 4 None
NAB Little Creek 18 01 1.54 550 Amphi 4 None
NAB Little Creek 57 01 1.54 458 Amphi/Barge | 4 None
NAB Little Creek 19 TBD 450 Fuel Pier 4 None
NAB Little Creek 60 TBD 400 Small Service| 2 None
Craft
NAB Little Creek 61 TBD 400 Small Service| 2 None
Craft
NAB Little Creek 59 TBD 458 Shuttles 4
NAB Little Creek 2 TBD 400 Small Service| 2
Craft
NAB Little Creek 1 TBD 400 Small Service| 2
Craft
NAB Little Creek 3 TBD 400 Small Service| 2 None
Craft
NAB Little Creek 4 TBD 400 Small Service| 2 None
Craft
NAB Little Creek 5 TBD 400 Small Service| 2 None
Craft
NAB Little Creek 6 TBD 400 Small Service| 2 None
Craft
NAB Little Creek 7 TBD 400 Small Service| 2 None
Craft
NAB Little Creek 8 TBD 400 Small Service| 4 None
Craft
NAB Little Creek 11 TBD 450 General 4 None
Purpose
NAB Little Creek 12 TBD 450 General 4 None
Purpose
NAB Little Creek 13 TBD 450 General 4 None
Purpose
NAB Little Creek 10 TBD 400 Floating Dry | 2 None
Dock
Weapon Station Earle 2 01 2.05 980 AOE TBD | None Seattle Detroit
Weapon Station Earle 4 01 2.05 945 AOCE TBD | None Supply
Weapon Station Earle 3 01 2.05 1287 AOE TBD | None
NAVSTA Pascagoula,| East 02 5.4 680 Up to CG 2 |8mm/4m
MS Side m
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-47 -




LOCATION STATUS HOMEPORTED
SHIPS
Pier Pier |Year Conn.| Estimated Ship Type |No. of| Existing End of End of End of
Bandwidth | Length of
Location ID / Nr REQ'D REQ'D Pier Supported |Berth| Fiber FY99 FY00 FYO1
(Mbps) S
NAVSTA Pascagoula,| West 02 54 680 Up to CG 2 |8mm/4m
MS Side m
NAVSTA Pascagoula,| West 02 54 720 Rel CLS 1 |4mm/4m
MS Wharf USCG m
NAVSTA Pascagoula,| East 02 1.54 350 Up to CG 1 [4mm/4m
MS Wharf m
NNSY Portsmouth, Berth 1 01 5.4 724 DD,CG 1 12sm
VA
NNSY Portsmouth, Berth 2 01 5.4 800 DD,CG 1 12sm
VA
NNSY Portsmouth, Berth 3/4 01 5.4 838 DD, CG 2 12sm
VA
NNSY Portsmouth, Berth 5/6 01 54 838 DD, CG 2 12sm
VA
NNSY Portsmouth, Berth 7/8 01 5.4 660 DD, CG 2 12sm
VA
NNSY Portsmouth, Berth 01 5.4 660 DD, CG 2 12sm
VA 11/12
NNSY Portsmouth, Pier 4 01 54 1000 DD, CG 4 12sm
VA
NNSY Portsmouth, Pier 5 01 5.4 1000 DD, CG 4 12sm
VA
NNSY Portsmouth, Wharf 6 01 10.81 1000 CVN 2 24mm
VA
NNSY Portsmouth, Drydock 01 10.81 525 CVN 1 24mm
VA 2
NNSY Portsmouth, Drydock 01 10.81 800 CVN 1 None
VA 3
NNSY Portsmouth, Drydock 01 10.81 1000 CVN 1 24mm
VA 4
NNSY Portsmouth, Drydock 01 1.54 1000 Surf & Subs 1 24mm/2
VA 8 4sm
NNSY Portsmouth, Berth 01 3.08 1400 Surf & Subs 2 | 24mm/2
VA 42/43 4sm
NNSY Portsmouth, Wharf 3 01 1.54 1000 UP to CV 2 | 24mm/2
VA 4sm
NAVSTA Ingleside TX| Wharf 02 9.26 TBD LPH 2 None Inchon
NAVSTA Ingleside TX A 02 12.32 TBD Small Boys 8 None
NAVSTA Ingleside TX| Service TBD TBD Barge 2
Roosevelt Roads PR 3 02 5.4 TBD Small Boys 4 None
Roosevelt Roads PR 2 02 5.4 TBD Subs 2 None
Roosevelt Roads PR 1 TBD TBD Refueling 2 None
Subase Kings Bay, Refit 1 02 3.09 863 Trident 1 None
GA
Subase Kings Bay, Refit 2 02 3.09 720 Trident 1 None
GA
Subase Kings Bay, Refit 3 02 3.09 720 Trident 1 None
GA
Subase Kings Bay, Exp Hndl 02 3.09 660 Trident 1 None
GA 1
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Pier Pier |Year Conn.| Estimated Ship Type |No. of| Existing End of End of End of
Bandwidth | Length of
Location ID / Nr REQ'D REQ'D Pier Supported |Berth| Fiber FY99 FY00 FYO1
(Mbps) S

Subase Kings Bay, Exp Hndl 02 3.09 660 Trident 1 None
GA 2
Subase Kings Bay, Drydock 02 3.09 700 Trident 1 None
GA
Subase Kings Bay, Layberth 02 3.09 540 Trident 1 None
GA 1
Subase Kings Bay, Layberth 02 3.09 540 Trident 1 None
GA 2
PNSY Portsmouth NH| Berth 02 1.76 330 SSN 1 None

11B
PNSY Portsmouth NH| Berth 02 1.76 330 SSN 1 None

11C
PNSY Portsmouth NH | Berth 6A 02 1.76 330 SSN/Barges 1 None
PNSY Portsmouth NH | Berth 6B 02 1.76 330 SSN/Barges 1 None
PNSY Portsmouth NH [ Berth 6C 02 1.76 340 SSN/Barges 1 None
PNSY Portsmouth NH| Berth TBD 450 Barge 1 None

11A
PNSY Portsmouth NH| Berth 02 1.76 350 SSN 1 None

13B
PNSY Portsmouth NH| 13C 02 1.76 350 SSN 1 None
PNSY Portsmouth NH | Berth 7A TBD 360 Transient 1 None
PNSY Portsmouth NH| Berth 5 TBD 250 Barges 1 None
PNSY Portsmouth NH | Berth 2A TBD 460 Barges 1 None
PNSY Portsmouth NH| Berth 2B TBD 200 Barges 1 None
PNSY Portsmouth NH| Berth 3 TBD 250 Barges 1 None
PNSY Portsmouth NH| Berth 4 TBD 160 Tugs/Barges | 1 None
PNSY Portsmouth NH| Berth 1 TBD 400 Barges 1 None
PNSY Portsmouth NH | Berth 7B TBD 300 USCGC 1 None
PNSY Portsmouth NH | Berth 12 TBD 150 Barge 1 None
PNSY Portsmouth NH 14 TBD 555 Barge 1 None
WPNSTA Charleston | Wharf A 02 0.77 1100 Surf/RORO 2 None
WPNSTA Charleston | Pier B 02 0.77 1494 Surf 2 None
WPNSTA Charleston | Pier C 02 0.77 160 Surf 1 None
WPNSTA Charleston | TC Dock 02 0.77 1500 Surf/RORO 2 None
Yorktown Fueling 02 6.16 2145 Surf 3 None
NAVSTA Newport 2 02 3.08 1525 All except 6| None

CVI/CVN
Cheatham Supply 02 3.08 2400 Various 2 None
None
PIER PIER IT-21
LOCATION STATUS HOMEPORTED
SHIPS

- 49 -




Pier Pier | Year Conn. | Estimated Ship Type [No. of| Existing End of End of End of
Bandwidth | Length of
Location ID / Nr REQ'D REQ'D Pier Supported |Berth| Fiber FY99 FY00 FYO01
(Mbps) S

NAVSTA GTMO Wharf B 02 0.44 1062 up to LHA 2 None
NAVSTA GTMO C West 02 0.44 375 BOBO 1 None

CLASS
NAVSTA GTMO A EAST 02 0.44 300 USCG 1 None
NAVSTA GTMO A WEST 02 0.44 450 FFG\ALL 1 None

USCG
NAVSTA GTMO C East 02 0.44 300 all USCG 1 None
NAVSTA GTMO L 02 0.44 600 CG\LSD\SSN| 1 None

\AS

NAVSTA GTMO \Y, 02 0.44 900 AO\AOE 1 None
NAVSTA GTMO Wharf T TBD 400 small boats 2 None
NAVSTA GTMO D TBD 200 tug\barge 2 None
Blount Island TBD 02 3.08 TBD TBD TBD | TBD
Craney Island C 02 1.54 1800 AOE 2 None
Craney Island D 02 1.54 2400 AOE 2 None
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